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I. RECORDS SECURITY /IDENTY THEFT 
 
 A. SCOPE AND COST OF THE PROBLEM: Some experts have said Identity 
Theft is the fastest growing crime in the U.S.  One report suggested there were 9 million victims 
just in 2005.  A Presidential task force has been set up to address the problem. 
 
  1. Costs: 50 +/- Billion dollars in 2006 
    30+/- Million people affected since 1990 
    600 hours to correct per victim 
    $740.00 +/- average cost per victim 
 
  2. See Tab 2: Summary of Findings by Privacy Clearing House 
 
 B. HOW ARE RECORDS LOST: The number of lost data incidents and total 
lost records involved is staggering.  A tracking report of the Privacy Rights Clearing House runs 
82 pages.  It lists approximately 1,000 +/- major breaches with an estimated 100,000,000 records 
released. 
 
  1. Records are lost by Government, Private Businesses and by individuals.   
   Some of it is stolen; some of it is lost through incompetence, accident,  
   poor policies, mis-handling, and employee theft. 

 
•  Tab 3: Federal Government / VA laptops (incompetence / poor policies) / 

no encryption  
 

•  Tab 4: State and local Government / City of Kansas City loses Key IRS 
data (mis-handling); Georgia loses 2.9 million citizen records; Ohio 
(stolen laptop) 

 
•  Tab 5: Schools and Universities.  UCLA exposes 800,000 records (Crime 

/ Hacking) 
 

•  Tab 6: Private Industry including sophisticated entities such as Fidelity 
National Info. (2.3 million records); Boeing (380,000 records, stolen 
laptop / employee theft) 

 
 C. WHY SHOULD YOU CARE Recent incident involving TJ Maxx and its 
affiliate stores is a cautionary tale.  Company had retained info on all credit card transactions.  
Data – 45 million records pilfered by hackers.  Fraudulent credit card transactions based on that 
information are taking place.  TJ Maxx delayed alerting customers and banks, and initially 
grossly underestimated number of cards stolen.  Tremendous business harm. 
 

•  Tab 7: Customers upset.  Will shop elsewhere 
  Their Banks upset.  Can TJ Maxx secure credit  
  Blow to reputation.  Now being sued by Banks. 



  Cost to correct / mitigate huge 
  Actions may have violated Federal & State Law.  Fines /   
  Prosecution 

 
II. FIRST STEPS TOWARDS A SOLUTION 
 
  The Federal Government has enacted a series of laws which address, in part, 

records security.  State and local governments as well have begun their firsts steps to 
mitigate against records loss.  And, even private industry is paying attention / seeking 
solutions. 

 
A. FEDERAL EFFORTS: Federal Government has passed laws regulating 
health insurance, financial records of public companies, banking regulation and fair credit 
rules all of which dictate records security requirements. 

 
•  Tab 8: Health Insurance Portability and Accountability Act – HIPAA.  

 
•  Sarbanes – Oxley Act, also known as SOX, regulates records of all 

publicly traded corporation 
 

•  Tab 9: Gramm-Leach-Bliley.  Affects all financial institutions, 
including banks and credit unions. 

 
•  Tab 10: Fair and Accurate Credit Transaction Act – “FACTA”.  Covers 

all parties such as EquiFax, Trans Union, Experian, as well as all business 
who use credit report information banks, car dealerships, Tenant-Net, and 
may include property owners and managers.  Includes a “Disposal Rule” 
as records retention and destruction. 

 
 B. STATE RESPONSES: State Governments, including Maine, enact similar 
laws as well.  Maine now requires protection of the following confidential information: Social 
Security number, Drivers license number, Account numbers 
 

•  Tab 11: Notice of Risk to Personal Data Act 10 MRSA § 1346 
 
   Recently, the Act was expanded to reach beyond “information brokers”  
   such as lenders, companies like Tenant-Net.  It now reaches “any person”  
   who holds / retains such confidential information.  This may include  
   property owners and managers. 
 
 C. PRIVATE INDUSTRY: Even private industry is pushing itself, and its own 
vendors / customers to “tighten up” on security.  Example Trans Union reacts to changes like 
FACTA discussed above, and forces companies like Tenant-Net to undertake protective steps. 
 
  1. Trans Union requires we audit-inspect business users of Tenant-Net 
 



  2. Trans Union now requires we meet ISO 17799 Security Standards 
 

•  Security policy 
•  Physical security 
•  Access control 
•  Incident protocol 
 

 D. NEW EFFORTS:  Even with all the various parties taking actions, new laws and 
standards enacted, records are still lost and/or at risk.  There are renewed efforts to have 
Congress pass stricter, more comprehensive laws 
 

•  See Tab 12: Cyber Security Industry Alliance calls for National 
Standards 

 
III. PROPERTY MANAGERS / OWNERS ARE NOW ON THE FRONT LINE 
 
 A. LAW CHANGES: Due to “FACTA” and Maine’s new law (10 MRSA 1346, 
et. seq.) owners and managers are now bound by records security obligations. 
 
  1. Maine specifically expanded its law to reach beyond “information   
  brokers” to any “person” who holds and maintains confidential information such  
  as SSN, Drivers license numbers, bank or other financial account information. 
 
  2. FACTA’s disposal rules reaches any party that uses consumer credit  
  information  
 
 B. OWNERS AND MANAGERS HOLD CONFIDENTIAL INFORMATION:  You 
retain tenant applications, credit reports and other records which certain confidential information.  
Both federal and state law place requirements for safe handling and/or destruction of those 
records. 
 
  1. You are at risk by law 
 
  2. At risk by action per our audits 
 
 C. DEMOGRAPHICS OF CRIME:  According to the US Department of Justice, the 
vast majority of identity theft falls upon people ages 18-49 (74%).  This is the demographic of 
the population of renters. 
 
  See Tab 13: 
 
  1. Your tenants are at risk. 
 
IV. WHAT CAN YOU DO / DEFENSES 
 



 A. BE PROACTIVE:  Property owners and managers can help themselves with some 
relatively simple steps, and some other more costly steps. 
 
  1. Shred: Shred documents with confidential information as soon as feasible. 
 
  2. Locking files: Purchase a lockable storage cabinet/ file for those records  
   you need to maintain.  
 
  3. Limit data collection: Only collect data that you absolutely need. 
 
  4. Computer Security: If you retain confidential info on a computer, hire  
   someone to encrypt that data, and definitely keep that computer from  
   being linked to the Internet.  Do not store confidential information on a  
   laptop. 
 
  5. Consider Biometrics: Face scan and fingerprint scan systems are now  
   very affordable, and will deter all but the most determined hacker.  Those  
   parties are generally not a threat to you. 
 
  6. Audits: Self audits are a first step, but consider hiring an outside firm.  If  
   you use Tenant-Net, we will audit you for free, as Trans Union requires it  
   of us. 
 
  7. Iron Mountain:  Consider using a records destruction firm such as Iron  
   Mountain.  Consider also keeping one on site for benefit of Tenants. 












































































