
 
 TABLE OF CONTENTS 

 
 
 
Tab 1 Attorney Tim Murphy’s Presentation Outline 
 
 I. Records Security / Identity Theft 
 II. First Steps towards a Solution 
 III. Property Managers/ Owners are now on the Front Line 
 IV. What can you do / Defenses 
 
Tab 2 
 
 Privacy Clearing House:  How many Identity theft victims are there? What is the  Impact 
 on Victims   
 
Tab 3 
 
 U. S. Department of Veterans affairs Article 
 
Tab 4 
 
 IRS tapes missing in Kansas City 
 Georgia loses 2.9 million records 
 Ohio / stolen laptop 200,000 +/- records 
 
Tab 5 
 
 UCLA break-in puts 800,000 records at risk 
 
Tab 6 
 
 Boeing loses 380,000 records 
 Fidelity Information: Employee illegally sells 2.3 million records 
 
Tab 7 
 
 TJ Maxx loses 45 million records 
 TJ Maxx sued by Banks 
 
Tab 8 
 
 Health Insurance Portability and Accountability Act 
 U.S. Code collection 
 



Tab 9 
 
 FACTA Disposal Rule Goes into Effect June 1 
 
Tab 10 
 
 Statutes and Session Law M.R.S. 10 § 1346 Short Title 
 Statutes and Session Law M.R.S. 10 § 1347 Definitions 
 
Tab 11 
 
 Group Pushes Congress for Data Protection; Cites More than 100 Million Compromised 
Personal Records 
 
Tab 12 
 
 Identity Theft Complaints by Victim Age - Chart 





 
I. RECORDS SECURITY /IDENTY THEFT 
 
 A. SCOPE AND COST OF THE PROBLEM: Some experts have said Identity 
Theft is the fastest growing crime in the U.S.  One report suggested there were 9 million victims 
just in 2005.  A Presidential task force has been set up to address the problem. 
 
  1. Costs: 50 +/- Billion dollars in 2006 
    30+/- Million people affected since 1990 
    600 hours to correct per victim 
    $740.00 +/- average cost per victim 
 
  2. See Tab 2: Summary of Findings by Privacy Clearing House 
 
 B. HOW ARE RECORDS LOST: The number of lost data incidents and total 
lost records involved is staggering.  A tracking report of the Privacy Rights Clearing House runs 
82 pages.  It lists approximately 1,000 +/- major breaches with an estimated 100,000,000 records 
released. 
 
  1. Records are lost by Government, Private Businesses and by individuals.   
   Some of it is stolen; some of it is lost through incompetence, accident,  
   poor policies, mis-handling, and employee theft. 

 
•  Tab 3: Federal Government / VA laptops (incompetence / poor policies) / 

no encryption  
 

•  Tab 4: State and local Government / City of Kansas City loses Key IRS 
data (mis-handling); Georgia loses 2.9 million citizen records; Ohio 
(stolen laptop) 

 
•  Tab 5: Schools and Universities.  UCLA exposes 800,000 records (Crime 

/ Hacking) 
 

•  Tab 6: Private Industry including sophisticated entities such as Fidelity 
National Info. (2.3 million records); Boeing (380,000 records, stolen 
laptop / employee theft) 

 
 C. WHY SHOULD YOU CARE Recent incident involving TJ Maxx and its 
affiliate stores is a cautionary tale.  Company had retained info on all credit card transactions.  
Data – 45 million records pilfered by hackers.  Fraudulent credit card transactions based on that 
information are taking place.  TJ Maxx delayed alerting customers and banks, and initially 
grossly underestimated number of cards stolen.  Tremendous business harm. 
 

•  Tab 7: Customers upset.  Will shop elsewhere 
  Their Banks upset.  Can TJ Maxx secure credit  
  Blow to reputation.  Now being sued by Banks. 



  Cost to correct / mitigate huge 
  Actions may have violated Federal & State Law.  Fines /   
  Prosecution 

 
II. FIRST STEPS TOWARDS A SOLUTION 
 
  The Federal Government has enacted a series of laws which address, in part, 

records security.  State and local governments as well have begun their firsts steps to 
mitigate against records loss.  And, even private industry is paying attention / seeking 
solutions. 

 
A. FEDERAL EFFORTS: Federal Government has passed laws regulating 
health insurance, financial records of public companies, banking regulation and fair credit 
rules all of which dictate records security requirements. 

 
•  Tab 8: Health Insurance Portability and Accountability Act – HIPAA.  

 
•  Sarbanes – Oxley Act, also known as SOX, regulates records of all 

publicly traded corporation 
 

•  Tab 9: Gramm-Leach-Bliley.  Affects all financial institutions, 
including banks and credit unions. 

 
•  Tab 10: Fair and Accurate Credit Transaction Act – “FACTA”.  Covers 

all parties such as EquiFax, Trans Union, Experian, as well as all business 
who use credit report information banks, car dealerships, Tenant-Net, and 
may include property owners and managers.  Includes a “Disposal Rule” 
as records retention and destruction. 

 
 B. STATE RESPONSES: State Governments, including Maine, enact similar 
laws as well.  Maine now requires protection of the following confidential information: Social 
Security number, Drivers license number, Account numbers 
 

•  Tab 11: Notice of Risk to Personal Data Act 10 MRSA § 1346 
 
   Recently, the Act was expanded to reach beyond “information brokers”  
   such as lenders, companies like Tenant-Net.  It now reaches “any person”  
   who holds / retains such confidential information.  This may include  
   property owners and managers. 
 
 C. PRIVATE INDUSTRY: Even private industry is pushing itself, and its own 
vendors / customers to “tighten up” on security.  Example Trans Union reacts to changes like 
FACTA discussed above, and forces companies like Tenant-Net to undertake protective steps. 
 
  1. Trans Union requires we audit-inspect business users of Tenant-Net 
 



  2. Trans Union now requires we meet ISO 17799 Security Standards 
 

•  Security policy 
•  Physical security 
•  Access control 
•  Incident protocol 
 

 D. NEW EFFORTS:  Even with all the various parties taking actions, new laws and 
standards enacted, records are still lost and/or at risk.  There are renewed efforts to have 
Congress pass stricter, more comprehensive laws 
 

•  See Tab 12: Cyber Security Industry Alliance calls for National 
Standards 

 
III. PROPERTY MANAGERS / OWNERS ARE NOW ON THE FRONT LINE 
 
 A. LAW CHANGES: Due to “FACTA” and Maine’s new law (10 MRSA 1346, 
et. seq.) owners and managers are now bound by records security obligations. 
 
  1. Maine specifically expanded its law to reach beyond “information   
  brokers” to any “person” who holds and maintains confidential information such  
  as SSN, Drivers license numbers, bank or other financial account information. 
 
  2. FACTA’s disposal rules reaches any party that uses consumer credit  
  information  
 
 B. OWNERS AND MANAGERS HOLD CONFIDENTIAL INFORMATION:  You 
retain tenant applications, credit reports and other records which certain confidential information.  
Both federal and state law place requirements for safe handling and/or destruction of those 
records. 
 
  1. You are at risk by law 
 
  2. At risk by action per our audits 
 
 C. DEMOGRAPHICS OF CRIME:  According to the US Department of Justice, the 
vast majority of identity theft falls upon people ages 18-49 (74%).  This is the demographic of 
the population of renters. 
 
  See Tab 13: 
 
  1. Your tenants are at risk. 
 
IV. WHAT CAN YOU DO / DEFENSES 
 



 A. BE PROACTIVE:  Property owners and managers can help themselves with some 
relatively simple steps, and some other more costly steps. 
 
  1. Shred: Shred documents with confidential information as soon as feasible. 
 
  2. Locking files: Purchase a lockable storage cabinet/ file for those records  
   you need to maintain.  
 
  3. Limit data collection: Only collect data that you absolutely need. 
 
  4. Computer Security: If you retain confidential info on a computer, hire  
   someone to encrypt that data, and definitely keep that computer from  
   being linked to the Internet.  Do not store confidential information on a  
   laptop. 
 
  5. Consider Biometrics: Face scan and fingerprint scan systems are now  
   very affordable, and will deter all but the most determined hacker.  Those  
   parties are generally not a threat to you. 
 
  6. Audits: Self audits are a first step, but consider hiring an outside firm.  If  
   you use Tenant-Net, we will audit you for free, as Trans Union requires it  
   of us. 
 
  7. Iron Mountain:  Consider using a records destruction firm such as Iron  
   Mountain.  Consider also keeping one on site for benefit of Tenants. 
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Data on 2.9 million Georgians goes missing

By Joris Evers
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Story last modified Wed Apr 11 05:19:46 PDT 2007

A CD containing personal information on Georgia residents has gone missing, according to the Georgia Department of
Gommunity The GD was lost by Affiliated Computer Services, a Dallas company handling claims for the health care
programs, the statement said. The disc holds information on 2.9 million Georgia residents, said Lisa Marie Shekell, a
Department of Community Health representative.

It is unclear if the data on the disc, which was lost in transit some time after March 22,was protected. However, it doesnt appear the data has
been used fraudulently. "At this time, we do not have any indication that the information on the disk has been misused," Shekell said.

ln response to the loss, the Georgia Department of Community Health has asked ACS to notify all affected members in writing and supply them
with information on credit watch monitoring as well as tips on how to obtain a free credit report, it said.

There has been a string of data breaches in recent years, many of which were reported publicly because of new disclosure laws. About 40.000
Chicago Public Schools employees are at risk of identity fraud after two laptops containing their personal information were stolen Friday.

Last week, the University of California at San Francisco said a possible computer security breach may have
exposed records of 46.000 campus and medical center faculty, staff and students.

Since early 2005, more than 150 million personal records have been exposed in dozens of incidents, according to
information compiled by the Privacy Rights Clearinghouse.

ldentity fraud continues to top the comolaints reported to the Federal Trade Commission. Such complaints, which
include credit card fraud, bank fraud, as well as phone and utilities fraud, accounted for 36 percent of the total
674,354 complaints submitted to the FTC and its external data contributors in 2006.
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Stolen tape in Ohio also contains taxpayer data
I t  held personal info of tens of thousands of people besides state workers
B y  S t e p h e n  M a j o r s
The Associated Press
Updated: 9:41 a.m. ET June 21 ,2007

COLUMBUS, Ohio - A missing computer backup tape containing personal information on state employees also holds the names
and Social Security numbers of 225,000 taxpayers, Gov. Ted Strickland said.

The tape, stolen last week from a state intern's car, was previously revealed to hold the names and Social Security numbers
of all 64,000 state employees, as well as personal data for tens of thousands of others, including Ohio's 84,000 welfare
recipients.

The taxpayers' information was on the backup tape because they hadn't cashed state income tax refund checks.

Strickland said Wednesday an expert's review could reveal the tape contained more sensitive data.

The administration has maintained it does not believe the information has been accessed because it would require specific
hardware, software and expertise.

But data security experts said the unencrypted tape, described by police as roughly 4 inches square and an inch thick, could
be breached by someone with computer expertise, time and money.

Strickland said 20,000 state employees had signed up for identity-theft protection as of Tuesday night, and there had been no
indications that someone had attempted to use their personal information,

The state is paying more than $700,000 to provide all state employees with identity-theft protection services and to hire an
independent computer expert to review what data the tape contained. Officials said they would extend identity-theft
protection services to the people in the categories announced Wednesday.

The tape was stolen June 10 out of the unlocked car of a 22-year-old intern who had been designated to take the backup
device home as part of a standard security procedure. The governor has since issued an executive order ending the practice
of employees taking backup devices home for safekeeping.

He also mandated a review of how state data is handled.

@ 2007 The Associated Press. All rights reserved. This material may not be published, broadcast, rewritten or redistributed.
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